Staffordshire expertise ending 'spam' menace

Experts from a Stoke company are pioneering a system that is ridding businesses of the menace of unsolicited 'spam' emails.

Premier PC, based in Lonsdale Street, has developed a system that allows them to divert such junk messages away from their clients, who include major businesses based throughout the UK.

A government poll this week showed that not enough firms nationally are moving to combat the growing damage caused by spam. Premier PC, who were founding members of the Staffordshire branch of the West Midlands IT Association, own an Internet Service Provider called UKsubnet (www.uksubnet.co.uk) that offers not only virus detection as standard, but also spam identification - and believe they are among the first in the country to be doing so. The poll showed that for around half of British businesses the increasing volumes of spam they receive is a growing concern and in some cases has reached unacceptable levels. Ninety-three per cent of UK companies now use email as an important business communications channel, compared with 80 per cent two years ago. Yet, the deployment of anti-spam tools is still not widespread. The full results of the DTI survey will be launched at InfoSecurity Europe in London, which runs from April 27-29. Key findings include:

.
Nearly all UK businesses receive spam although the volume

varies; overall

around half reported it representing a noticeable, significant or large proportion of their incoming Internet email, with the figure for larger companies slightly lower.

.
Some 17 per cent of companies reported that spam made up more

than 50 per

cent of emails received.

The poll also showed that for smaller companies, it is possible that cost or lack of awareness of filtering technology is a factor in the low adoption rate, while among businesses in general, the feeling may be that the technology is not yet sufficiently mature. David Chiltern, technical director at Premier PC, said: "We check the route an email has travelled and perform approximately 120 different checks to validate it.

"If identified as spam we can delete it, or send it to the user marked as spam, the latter method allows the user to setup a folder that collects all the destined spam, this can be periodically checked and deleted.

"The user can create their own 'blacklists' (where a domain is not

allowed)

and 'white' lists (where a domain is flagged as spam but allowed through).

"We have implemented a new step to test servers to ensure that no 'spoof' addresses are being used.

"Every email received is checked with the sender's domain registered mail server to authenticate that that sender is allowed to send emails from that address.

"This needs to be adopted by all ISPs to make it watertight but some big names are looking at adopting this method, we believe we are the first in Staffordshire if not the Midlands.

"We trap around 4000 viruses a day and detect thousands and thousands of examples of spam destined for our business customers."

David added that receiving spam in the way the survey has reported is not the only danger to businesses.

He said: "A new problem is poor password security. When your email server connects to the internet it becomes vulnerable if an appropriate firewall is not in place.

"Hackers are trying to log in using the recipient name as the login, as well as the recipient name as the password as people often leave the password same as the login, once in the server allows them to send spam email.

"We run special software to detect this and just this week we had to act when a large company in Staffordshire was attacked and started to send spam emails in batches of 7000.

"We automatically closed the SMTP route so the emails did not get sent, but the ISDN line did remain open all night and that will cost them.

"This intrusion is a lot harder to detect and is expensive to the client if breached, all it takes to solve is a simple password policy.

 For more information, or to set up a picture of Premier PC expertise in action, please contact David Chlitern at Premier PC on 01782 747192.

